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1. Configuration Guide for Windows XP

Step 1: Download and install the free program SecureW2.

Step 2: Configure the protocol TCP/IP
Step 3: Configure the Wireless Network

Step 4: Connection to the wireless network.

1.1. Download and install the free program SecureW2.

Centro de Informatica y Comunicaciones

The SecureW?2 program (named suplicant) does the validation of our user and password in the

wireless network using the EAP-TTLS protocol.

You can follow the following steps for the installation of the SecureW2 client.

W SecureW?2 Client 3.1.2 Setup

=10l x|

Alfa & Ariss -

Metwork Security Solutions

Welcome to the SecureWw? Client
3.1.2 Setup Wizard

This wizard will guide vou through the installation of
Securewz Client 3.1.2,

It is recommended that vou close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to rebook vour
compuker,

Click Mext bo continue,

Zancel |
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i SecureW? Client 3.1.2 Setup -0 x|

Licenze Agreement
Please resiew the license terms before instaling Securew'2 Client 3.1.2, ﬁ

Press Page Down to see the rest af the agreement.,

SecureWz, Copyright (C) AlFa & Ariss -

This program is free saftware; wou can rediskribute it andfor modify
it under the terms of the GMU General Public License as published by
khe Free Software Foundation; either version 2 of the License, ar
[ak wour opkion) any later wersion,

This program is distributed in the hope that it will be useful,
bk WITHOUT ANY WARRAMTY; without even the implied warranty of
MERCHAMTAEBILITY or FITMESS FOR A PARTICULAR PURPCSE,

=l

If wou accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install Secure2 Client 3.1.2.

Mullsaft Install System w2, 06

< Back I I Agree I Cancel |

T SecureW?z Client 3.1.2 Setup - 10] x|

Chooze Components ﬁ

Choose which Features of Securet2 Client 3.1.2 wou want to install,

Zheck the components wou want to install and uncheck the components yvou don't want to
install. Click Install ko skart the installation.

Seleck components to inskall: o [ EEssilE
elrsre e T Pasition your mause
D Mavell Gina aver acompanent ko
- B4 Language seg jbs descripkion,

Space required; 264.0KB

rullsaft Install System w2, 06

< Back I Inskall I Zancel
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Completing the SecureWw?2 Client
: 3.1.2 Setup Wizard
Alfa & Ariss - efup Wizar

Metwork Security Solutions .
Your computer musk be restarted in order ko complete the
installation of SecureWW2 Client 3.1.2, Do vwou wank bo rebook
noy

..............................

€™ I want to manually rebock later

= Back I Einish I Zance|

1.2. Configure the protocol TCP/IP

You can follow the following steps

Go to “Inicio -> Configuracion -> Panel de Control -> Conexiones de red e Internet” -> Mark the “Conexiones de red

inalambrica” icon. Press the right button of the mouse and select “Propiedades”.
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%, Conexiones de red . o ]
Archivo  Edicion Wer  Faworibos  Herramienkas  Opciones avanzadas  Awuda ‘ ,'
\_j' Akrds - \_/l v ﬁ‘ ‘ 7 ) Blsqueda Carpetas ‘ E\ -
Direccidn It;l Conexiones de red j Ir
| LAN o Internet de alta velocidad
Tareas de red £
&) &)
[5] Crear una conexidn nueva [l L)
@_‘ Configurar una red doméstica Conexion de  Conexiones de
o para pequefia aficina drealocal  red inalambr.,.

Cambiar configuracidn de
Firewall de windows

[} Yer redes inalambricas
disponibles

¥ Deshabilitar este dispositivo
“ davad LI

On the “General” tab of the window “Propiedades de Conexion de Red Inalambrica” mark “Protocolo Internet TCP/IP”

and press on the “Propiedades” button.

L Propiedades de Conexiones de red inalan :: 2x|
Gereral | Redes inaldmbricas | Opciones avanzadasl

Conectar uzando:

I B8 ZysIR G-220 [EEE 802.11beq USE e |

Ezta conexidn utiliza loz siguientes elementos:

.9 Programador de pagquetes DoSs ;I
% Modlee Desktop Firewall Metwork Driver
" Protocolo Internet [TCPAP)
-
1| | B
Ingtalar. .. WMesistalar | Propiedades I
- Descripcidn

Frotocolo TCPAP. El protocolo de red de &rea extenza
predeterminado que permite la comunicacidn entre variaz
redes conectadas entre si.

V¥ Mostrar icono en el drea de notificacicn al conectarse

V¥ Matificarme cuando esta conexion tenga conectividad limitada
onula

Aceptar Cancelar
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These options must be marked:

o “Obtener una direccion IP automaticamente”.

o “Obtener direcciones del servidor DNS automaticamente”.

Propiedades de Protocolo Internet (TEP S -' 2=l

General | Configuracion alternativa I

Puede hacer que la configuracian IP ¢2 asigne automaticamente i zu
red ez compatible con este recurso. De [o contrario, necesita consultar
con el adminiztrador de la red cual ez la configuracion |P apropiada.

&+ Obtener una direccion [P automaticaments

—1{ Ugar la siguiente direccidn IP:

Direceian [F: |

M azcara de subred: I

Buerta de enlace predeterminada: I

& Obtener la direccidn del servidor DMS automaticamente
—{" Uszar laz siguientes direcciones de servidor DMS:

Semidar DHS prefendao: I

Senidor DHS alternativo: I

Opciones avanzadas... |

Aceptar I Cancelar |

Click on the “Aceptar” button.

1.3. Configure the Wireless Network

You can follow the following steps

In the “Redes Inalambricas” tab of the window “Propiedades de Conexion de Red Inalambrica” mark “Usar Windows

para establecer mi configuracion de red inaldmbrica” and click on the button “Agregar” in section “Redes Preferidas”.

Carretera de Utrera, Km.1  41013-SEVILLA. ESPANA.  Tinos. (34) 95434 9258 Fax. (34) 95434 92 62



Centro de Informatica y Comunicaciones

- Propiedades de Conexiones de red inalam

General Fedes inalambricas | Opciones avanzadas

v iLlzar Windows para establecer mi configuracion de red inaldmbric

 Redes disponibles:

Haga clic en el siguiente botdn para conectarze o desconectarze de
redes inaldmbricas o para obtener mas infarmacidn acerca de ellas.

Yer redes inalambricas |

 Redes preferidas:
Conectar autornaticamente a redes disponibles en el arden siguiente:

Aaregar... [Huitar Bropredades |

Sk, |
Bajar |

Obtener mas informacian acenca de como Opcicnes avanzadas |
establecer una confiquracion de red inalambrica. —

Aoephar I Cancelar |

In the new window ‘“Propiedades de red inalambrica” we select the “Asociacion” tab and complete the following sections:

O

(0]

@)

In “Nombre de red (SSID)” write: oviwan

In “Autenticacidn de red” select: WPA

In “Cifrado de datos” select : TKIP
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Propiedades de red inalambrica 2=l

Agzociacidn .&utenticacic’-nl Conexian |

MNambre de red [SSID]: Ioviwan

i~ Clave de red inalambrica

E sta red requiere una clave para lo siguiente:

Autenticacion de red: IWF'.-’-‘« j

T -

Cifrada de datos:

Clave de red: I

Canfirme |a clave de red: I

Indice de clave (avanzadal: | _:I

¥ La claye |3 proporcions po autométicamente

[~ Esta es una red de equipa a equipo [ad hac). Ma e utilizan
puntos de acceso inalambrico

Aceptar I Cancelar

In the Autenticacion tab, in Tipo de EAP, select SecureW2 and click on the button Propiedades.

Propiedades de red inaldmbrica e |

Asociacion  Autenticacidn | Conexidh

Seleceione esta opeion para proporcionan acceso autenticado a
redes Ethernet inalambricas.

¥ Habilitar 2 autenticaciin IEEE BOZ 1% en esta red

Tipo de
EAP:

Fropiedades |

[~ Autenticar como equipo cuando la informacisn de equipo esté
disponible

[~ autenticar como invitado cuande el usuario o la informacion de
equipo no estén dizponibles

Aceptar I Cancelar
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Configure the SecureW2 client. Exists an option to create profiles for different networks or using the profile by defect. We

have to configure the profile by defect (Profile: DEFAULT). Click on the button “Configure”.

SecureW?2 Profile x|

Alfa & Ariss

Matwork Security Solutions |

version 3.1.1
Prafile IGina |

Frofile: | ESEE/RI hd

Mew | Configure | Delete |

ok, I Cancel

In the “Connection” tab we can leave without mark the option “Use alternate outer identity”

SecureW?2 Profile: DEFAULT x|

Alfa & Ariss -

Metwork Security Solutions

Connection | Certificates | Authentication | User accountl

% [se anaonymous outer identity

£ Specify outer identity:

Enable session resumption {quick connecty [

Advanced | oK I Cancel |

In the “Certificates’ tab NOT have to be marked the option “Verify server certificate”
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SecureW?2 Profile: DEFAULT x|

Alfa & Ariss -

Metwork Security Solutions.

Conneckion  Certificabes | authentication | User account

T Verify server certificate
Trusted ook Cf;

Add A | Remove C& |

[ Werify servet mame: I

Advanced | Ok I Cancel |

In the “Authentication” tab, in the section “Select Authentication Method”’, we select “PAP”.

SecureW?2 Profile: DEFAULT x|

Alfa & Ariss -

Metwork Security Solutions. I

Connection | Certificates  Authentication IUser accountl

Select Authentication Method: I PAR j

EAR Tvpe: I j

Eanfigure |

Advanced | 814 I Cancel

In the “User Account” tab we are going to configure the account used to make the connection to the Wireless Network.

The Username and Password is the used in the personal services of the University. It is possible to be configures for:
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It asks for our Username and Password whenever we try a connection, marking the option Prompt user for
credentials.

It don't ask for these data whenever the connection is made because we are going to use the same data forever. To
do this, it is necessary to fill up the sections Username and Password. The username must be the used in the mail

address, as well as the Password.

In both cases it is necessary to leave empty the section Domain

SecureW2 Profile: DEFAULT i x|

Alfa & Ariss

Metwork Security Solutions I

Connection I Cettificates I Authenticakion  User account |

Prompt user For credentials [

|sername: Innmbre_usuarin

PaSSWUrd: I LLLL LR LY L]

Domain: I

Use this account ko logon computer [

Advanced | (04 I Cancel

1.4. Connection to the wireless network

Once made the configuration, we just have to select the wireless network we want to connect. We will select “Oviwan” SSID.
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['-1-'3'Ennexinnes de red inalambricas 7

i~ Tareas de red

rz, Actualizar lista de redes

2 Carfigurar una red
inalambrica doméstica o

de oficina pequefia

i~ Tareas relacionadas

j') Informacion sobre redes
inaldmbricas

5 Cambiar &l orden de las
redes preferidas

f-‘é;&« Cambiar configuracion
avanzada

Elegir una red inalambrica

Haga clic en cualquier elemento de la siguiente lista para conectarse a una red inalambrica
en el alcance o para obtener mas informacion.

wupolan

Red inaldmbrica no segura Dﬂ[ll][l

Conectar |
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2. Configuration Guide for MacOS

Step 1: Connect the airport card
Step 2: Configuration the airport card
Step 3: Choose the oviwan network

Step 4: Write the security parameters

Requirements.
e  Wireless network card that support the standard of security WPA.(the Apple Airport card support the standard WPA).

e  System MacOSX 10.3.9 or a more recent version.

2.1. Connect the airport card

In the bar of top menu, click on the airport symbol

¢> o [ Ed 4) (£l (Charged) B2 Wed 12:45PM %
AirPort: Off
Turn AirPort On E

Open Internet Connect... lacintash HD

Firefox 1.5.0.2.dmg

2.2. Configuration the airport card

If the airport symbol does not appear, open Control Panel and Network, and then mark Show Airport in the menu bar, next you

have to go to Step 1
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AANA /:
%;WW B
‘ gg‘l S EV ILLA
86.0o Network =)
« = A 2
Show All Dilsplﬂ..y! Sound Network Startup Disk
Location: | CABD =
Show: = AirPort T!
[“mirPort | TCP/IP  AppleTalk  Proxies |
AirPort ID:  00:03:93:eb:30:5¢
By default, jein:  Automatic
AirPort networks are unavailable until AirPort is on. To turn on AirPort, use the
Internet Connect application or select "Turn AirPart On® in the AirPort menu,
a Allow this computer to create networks
¥ Show AirPort status in menu bar @
il —
] H Click the lock to prevent further changes. ( Assistme... )
2.3. Choose the oviwan network

Choose the Oviwan network

{) («i(Charged) B \Wed 12:51 PM

AirPort: On
Turn AirPort Off

Other...
Create Network...

v Use Interference Robustness

Open Internet Connect...
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24. Werite the security parameters

The Username and password are those used in the University personal services.

alals, AirPort

The selected AirPort network requires a password to join.

Wireless Securityl" WPA Enterprise

User Name:
Password:
802.1X Configuration: " Automatic _$‘
"I Remember password in my keychain
@ (Cancel ) (K

3. Proxy configuration in the navigator.
In order to navigate by Internet, is necessary to configure the Proxy Server of University. You can follow the
following steps, depending of the navigator you use:

3.1. Microsoft Internet Explorer navigator configuration

Inside Internet Explorer, select Herramientas -> Opciones de Internet, choose the Conexiones tab,
press on the Configuracion de LAN button and on the new opened window Configuracion de la
red de area local (LAN) mark Servidor Proxy and complete the text boxes:

o In Direccion write: hermes.upo.es
o In Puerto write: 8080
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Configuracion de la red de area local {LAN} el

— Configuracian aukomatica

La configuracian automatica puede superponerse a la manual, Para evitar
que esto ocurra, deshabilice la configuracion automatica.

[ Detectar la configuracion automaticamente

[™ Usar secuencia de comandos de configuracion automatica

Dijreccion I

— Servidar proxy

Itilizar un servidor proxy para su LAM. Esta configuracion no se
v aplicara a conexiones de acceso telefdnico o de redes privadas
wirkuales (YWPMN],

Direccidn: Ihermes.upa.es Puerta: IBIIIBEI

W Mo usar servidor proxy para direcciones locales

Arcepkar Cancelar

Press on the Opciones Avanzadas button to configure the different services:

HTTP: hermes.upo.es, Puerto: 8080
Seguro: hermes.upo.es, Puerto: 8080
FTP: hermes.upo.es, Puerto: 8080

O O O O O

Gopher: hermes.

upo.es, Puerto: 8080

No usar proxy para las direcciones que comiencen por: upo.es

Configuracion de los servidores proxy e |

Servidores
Tipo Direccisn del servidor proxy Puetto
2 é HTTP: Ihermes.upo.es :ISDBD
Sequra: Ihermes.upo.es 8 IBDBD
ETP: Ihermes.upo.es : ISDBD
Gopher: Ihermes.upo.es H ISDBD
Socks! I B I

[ Usar el mismo servidor prozy para todos los protocolos

~Excepriones
(o Mo usar proxy para las direcciones gue comiencen pors

(|
* upo, es| -
-

[
Ukilizar punto v coma { ; ) para separar entradas,

Arceptar I Cancelar |
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3.2. Mozilla navigator configuration

Inside Mozilla, select Editar -> Preferencias. On the Categoria menu, select Avanzadas ->
Proxies and fill the next fields:

Proxy HTTP: hermes.upo.es, Puerto: 8080
Proxy SSL: hermes.upo.es, Puerto: 8080
Proxy FTP: hermes.upo.es, Puerto: 8080
Proxy Gopher: hermes.upo.es, Puerto: 8080
No usar proxy para: upo.es

O O O O O

E

Cateqoria q
2 | Proxies
[» Apariencia |~
thavigator ~ Configurar proxies para el acceso a Internet
i~Histarial
:Idiomas (O Conexidn directa a Internet
aplic, auiiares (®) Configuracisn manual del proxy
Mav. inteligente Proxy HTTP:  [Fermes.upo.es | puerto: [gosn |
BlsguedaenL...
- Pestafias [ Usar estos valores para 351, FTP v Gopher ]
. Descargas A Prowy 35L:  |[hermes.upo.es | Puertg: [anan |
[ Composer ~ Proxy ETP:  |hermes.upo.es | Puettar [aos0 |
[» Correo v noticias o . |h | Puert | |
b Privacidad  sequri... roxy Gopher: EFTES. UPD.ES uerto:  |S030
Chatzilla Servidor SOCKS: | | Puerto: |D |
= Awvanzadas () S0CkS w4 (&) S0CKS WS
é---Scripts ¥ plugins Mo usar proxy para; |up0.es |
avegacion oa Ejempla: .mozilla.org, .net.nz
() URL para configuracidn autamatica del prasy:
:..Config, de HTTP | | [ ]
SInst, de software
é---Rueda delratén ]

[ Aceptar ] [Cancelar ] [ Avuda ]
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